
Due Diligence Questionnaire 

Cybersecurity related questions from Underwriter’s Counsel: 

 

1. Has a cybersecurity incident occurred with the District within the last five years? 
A cybersecurity incident is an occurrence that actually or potentially results in 
adverse consequences to an information system or information the system 
processes, stores or transmits and that may require a response action to mitigate 
the consequences, e.g. theft or hacking of data and ransom events.  

2. If so, please describe the incident(s). Was the incident unintentional or deliberate? 
Did it have an impact on the financial condition or operations of the District?  
Were there remediation costs or liability amounts?  Were the circumstances that 
gave rise to the incidents fixed? 

3. What aspects of the District’s business, operations or assets give rise to 
cybersecurity risks?  

4. Is the District particularly vulnerable to, or attractive as a target for, cybersecurity 
attacks? For example, does the District maintain data respecting non-public 
personal information?     

5. Has the District established cybersecurity risk management policies and 
procedures and conducted associated training regarding cybersecurity risks and 
incidents?  

6. Has the District analyzed the probability and potential magnitude of future 
cybersecurity incidents? If not, please describe what efforts, if any, are being 
made to establish a cybersecurity program.  Please also describe the details of any 
planned cybersecurity program, including an expected completion date. 

7. If so, does the District conduct internal reviews of its cybersecurity program, 
including its overall vulnerability and policies and procedures? 

8. Does the District hire external auditors to conduct periodic examinations of its 
cybersecurity program?  What is the frequency of both internal and external 
reviews? When was the most recent audit and have all recommendations been 
implemented and remediated? 

9. Does the District have policies and procedures governing escalation and review of 
cybersecurity breaches or suspected breaches for the purpose of determining 
materiality and required disclosure obligations? 

10. If so, have these policies and procedures been followed in the past?  Are incidents 
required to be escalated to external auditors? 



11. Does the District carry insurance against cybersecurity incidents? What is the 
coverage provided?  

12. Is the District currently subject to litigation, regulatory investigation, or 
remediation costs associated with a cybersecurity incident? 


